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LƴǘŜƭƭŜŎǘǳŀƭ tǊƻǇŜǊǘȅ όLtύ /ƻǊŜ Χ 

ÅConsumer Electronics is realized as SoC for low-power, low-
cost and high performance requirements. 

ÅConsumer Electronics SoC design challenges include:  
ïLower Cost, Lower Design Cost, and Shorter Time-to-Market 
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· IP cores based system design is 

used to meet the challenges 

· IP cores (often supplied by 

third party vendors) 

ƁMaximize design productivity, 

minimize design time 



Intellectual Property (IP) Core 

ÅAn  IP Core is a reusable 
unit of logic, block, 
component, cell, or layout 
design  that is developed  
for licensing to multiple 
vendors to use as building 
blocks in  different system 
designs. 
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A. Sengupta "Cognizance on Intellectual Property: A High-Level Perspective", IEEE Consumer Electronics Magazine, 2016 



IP Core ς Selected Issues/Challenges 
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A. Sengupta  "Protection of IP-Core Designs for CE Products", IEEE Consumer Electronics Magazine, 2015 



IP Threat Models: Type 1 

A. Sengupta "Hardware Vulnerabilities and its Effect on CE Devices: Design-for-Security against Trojan", IEEE Consumer Electronics Magazine, 2017 



IP Protection 
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Hardware 
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Lower Abstraction Level 

Watermark 

Techniques 
Hardware 

Metering 

Å No optimization done for embedding cost 

Å No optimization done for area 

Å Double variable signature approach 

Computational 

Forensic 

Engineering 

Hardware 

Obfuscation 

A. Sengupta et. al "Exploring Low Cost Optimal Watermark for Reusable IP Cores during High Level Synthesis" , IEEE Access Journal, 2016 



Solution of IP protection - Watermarking 

ÅEmbedding a robust watermark at a high abstraction level 

(such as behavioral) can serve as a line of defense against:  

ïAttacks  

ïNullifying false claim of ownership 

ïProtecting the value of a usable IP core 
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·Watermarking has widespread use in other 

disciplines: currency, bank checks, 

multimedia content, etc. It is a natural 

thinking that watermarking can be deployed 

for hardware/software IP protection. 

 

 

S. P. Mohanty, A. Sengupta, P. Guturu, and E. Kougianos, "Everything You Want to Know About Watermarking: From Paper Marks to Hardware 
Protection", IEEE Consumer Electronics Magazine, 2017 



Watermarking for Hardware IP Protection 

Å A watermark is a signature of the owner embedded in a IP core. 
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· A watermark: 

Ɓshould be capable to identify the owner/creator of the design 

Ɓshould be robust and difficult  to remove  

Ɓshould be resilient against attacks like: ghost signature and tampering 

Ɓshould have minimal embedding cost to obtain the watermarked design 

Ɓshould be embedded in the IP design with minimal computation effort 

Ɓshould be easy to detect signature for an entity who has full  knowledge 

of the signature encoding rule 

 

Watermark 
Embedder 

IP Core 

Signature 

Watermarked 
IP Core 

Watermark 
Extractor 

Ownership? 

A. Sengupta et. al ά¢ǊƛǇƭŜ-Phase Watermarking for Reusable IP Core Protection during Architecture Synthesis", IEEE Transactions on Computer 
Aided Design of Integrated Circuits & Systems (TCAD), 2017 



Properties of Watermark Generated 

ÅMinimization of embedding cost  

ïA solution is generated through PSO-driven exploration which 

considers minimization of hardware area and latency 

ÅResiliency against attacks 

ïGenerated watermark is based on multi-variable (4 variables) 

signature encoding therefore, it is resilient against attacks 

ÅFault Tolerance 

ïThe watermarking constraints are distributed throughout the 
design 

ÅWatermark creation time and signature detection time 

ïTime taken to embed a watermark is less 
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Watermark ï At High-Level ï Prior Works 

Å Limited literature on watermarking for IP protection at the high-
level or behavioral synthesis phase of IP design cycle. 

Å Hong [1]: A combination of  0 and 1 is used to encode signature in 
the form of adding additional edges in the colored interval graph 
during HLS. 

Å Drawbacks of existing works: 

Åsignature is susceptible to attacks/compromise, if encoding 
rule of both the variable is known. 

Åwatermark has high embedding cost and high storage 
overhead. 

Å To advance the state-of-the art, a cost optimal watermark based on 
robust multi-variable signature encoding during HLS for reusable IP 
core protection is presented. 
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A. Sengupta et. al "Exploring Low Cost Optimal Watermark for Reusable IP Cores during High Level Synthesis" , IEEE Access Journal, 2016 



High-Level Synthesis Flow    for IP Protection 
ς A Simplified View 
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HDL Description of IP Core 

Compilation and Transformation 

Operation Scheduling 

Resource Allocation 

Operation Binding or Assignment 

Watermark Constrained Register Allocation 

Datapath and Control Generation 

Watermarked IP Core of a Digital Design 

A. Sengupta et. al ά¢ǊƛǇƭŜ-Phase Watermarking for Reusable IP Core Protection during Architecture Synthesis", IEEE Transactions on Computer 
Aided Design of Integrated Circuits & Systems (TCAD), 2017 



Watermarking é 
Process for embedding watermark in the design 

 

ÅSchedule the CDFG based on resource configuration provided. 
¶Create the colored interval graph to find the minimum 

number of registers required for allocation. 
¶Generate a controller based on colored interval graph. 
¶Sort storage variables as per their number in increasing order. 
¶Generate a desired signature in the form of random 

combination of a tuple comprising of (i, I, T, !). Each variable 

of the generated signature maps onto a certain edge pair: 
¶  i = encoded value of edge with node pair as (prime, prime) 
¶  I = encoded value of edge with node pair as (even, even) 
¶  T = encoded value of edge with node pair as (odd, even) 
¶  ! = encoded value of edge with node pair as (0, any integer) 
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A. Sengupta et. al ά¢ǊƛǇƭŜ-Phase Watermarking for Reusable IP Core Protection during Architecture Synthesis", IEEE Transactions on Computer 
Aided Design of Integrated Circuits & Systems (TCAD), 2017 



Watermarking é 

Process for embedding watermark in the design (contd..) 
 

¶Build a list L[k] of additional edge pairs corresponding to its 
encoded values by traversing the sorted nodes. 
¶Insert additional edges as watermark in colored interval 

graph if a node is not already present in the graph. 
¶Modify controller design on the basis of created watermark. 
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A. Sengupta et. al ά¢ǊƛǇƭŜ-Phase Watermarking for Reusable IP Core Protection during Architecture Synthesis", IEEE Transactions on Computer 
Aided Design of Integrated Circuits & Systems (TCAD), 2017 
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Motivation for Design Space Exploration (DSE) 
of Optimal Watermark 

·Every solution impacts the latency and hardware area in a 

different way. 

ÅChoosing a solution without performing trade-off affects the 

latency and area of the final IP core design. 

ÅBefore deciding a solution for inserting a watermark that 

yields lowest cost, many factors have to be considered. 

ÅDSE process helps in identifying an optimal watermarked 

solution, which satisfies the user specified upper bounds of 

latency and hardware area as well as ensures that a low cost 

solution is found. 
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Particle Swarm Optimization (PSO) driven DSE 
for Optimal Watermark 
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A. Sengupta et. al ά¢ǊƛǇƭŜ-Phase Watermarking for Reusable IP Core Protection during Architecture Synthesis", IEEE Transactions on Computer 
Aided Design of Integrated Circuits & Systems (TCAD), 2017 



Optimization Methodology 

ÅProblem Formulation 

ïGiven a control data flow graph (CDFG), determine,   

optimal watermarked solution (Xi) = N(R1), N(R2),éN(RD) 

    with minimum Hybrid Cost(A T , L T )  

 

 

 

Subjected to: AT Ò Acons , LT Ò Lcons , and  

w is  # of watermarking constraint generated corresponding to a signature 

AT  and LT  are area and delay of watermarked solutions  

Amax and Lmax correspond to solutions with maximum area and 

delay in the design space 

W1, W2 are the user defined weights, e.g. both 0.5 for equal weightage 

N(RD) is the number of a resource type RD 
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A. Sengupta et. al "Low Cost Security Aware High Level Synthesis Methodology", IET Journal on Computers & Digital Techniques (CDT), 2016 



Watermark Signature Detection 

ÅPerform inspection of DUT (design under test) 

ÅVerify signature 
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A. Sengupta et. al ά¢ǊƛǇƭŜ-Phase Watermarking for Reusable IP Core Protection during Architecture Synthesis", IEEE Transactions on Computer 
Aided Design of Integrated Circuits & Systems (TCAD), 2017 

Read the ñController HDLò 

Collect the operation and control step 

number from the comment of the 

ñController HDLò 

Collect allocated hardware info for each 

operation from the control signal of the 

ñController HDLò 

Reconstruct the óhardware allocationô 

table and timing table for ónon-critical 

operations (ɛm>0)ô from collected info  

Perform inspection for phase 1 

& phase 2 watermarks 

IP code (Controller) HDL 

7-variable signature of 

original vendor 

Yes: Original/Valid IP 

No: Compromised/Duplicate IP 

Identify the presence of 

watermark in the collected 

information 

Output: Yes/No 

Decode the 

signature with 

the knowledge 

of encoding 

rule  

IP core (Datapath) HDL 

Perform inspection for phase 3 

watermark 

Read the ñDatapath HDLò 

Collect information on register multiplexers 

input signals (indicating storage variables) 

 Signature detection process 



Results and Analysis : Cost 
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Benchmark 

Proposed 

Watermarked Solution 

Watermarked 

Solution for [1] 

Cost of  

Watermarked 

Solution 

FUôs Registers FUôs Registers Proposed [1] 

DWT  1(+), 3(*) 6 2(+), 3(*) 5 -0.01 0.04 

ARF 2(+), 4(*) 8 4(+), 2(*) 8 -0.21 0.02 

MPEG 2(+), 5(*) 14 3(+), 7(*) 14 -0.44 -0.36 

IDCT  4(+), 2(*) 8 4(+), 2(*) 8 0.08 0.08 

MESA  3(+), 8(*) 48 9(+), 16(*) 48 -0.49 -0.38 

TABLE I: Comparison of proposed watermarking approach with [1]  

(# of watermark constraint (w) = 15) 

A. Sengupta et. al ά¢ǊƛǇƭŜ-Phase Watermarking for Reusable IP Core Protection during Architecture Synthesis", IEEE Transactions on Computer 
Aided Design of Integrated Circuits & Systems (TCAD), 2017 



Benchmark 
# of storage 

variables 
S(NW) 

Pc 

# of watermarking constraints (w) 

15 30 60 120 

DWT  22 5 0.03 1.23 x 10 -3 1.53 x 10 -6 2.3 x 10 -12 

ARF 36 8 0.13 0.01 3.3 x 10 -4 1.09 x 10 -7 

IDCT  50 8 0.13 0.01 3.3 x 10 -4 1.09 x 10 -7 

MESA  139 48 0.72 0.53 0.28 0.07 

MPEG 42 14 0.32 0.10 0.01 1.37 x 10 -4 

TABLE III: Measuring probability of coincidence (P c) as strength of watermark 

Note: S(NW) = # of storage hardware in non-watermarked solutions 

Pc = (1 ï 1/c)w  

where 

Pc = the probability of coincidence (the probability of generating the  same colored 

solution with the signature),  
c = number of colors used,  

w = # of watermarking constraints 

        (strength of the signature in terms of # of digits used).  

Results : Probability of Coincidence 
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A. Sengupta et. al ά¢ǊƛǇƭŜ-Phase Watermarking for Reusable IP Core Protection during Architecture Synthesis", IEEE Transactions on Computer 
Aided Design of Integrated Circuits & Systems (TCAD), 2017 



Symmetrical IP Core Protection 

A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 



Å What is symmetrical IP core protection? 

ü Seller and watermark. 

ü Buyer and fingerprint. 

Å Why symmetrical IP core protection? 

ü Tracing illegally resold/redistributed copies of a reusable IP core. 

ü Piracy/forgery. 

ü False claim of ownership. 

Å Why symmetrical IP core protection during HLS? 

ü To meet the time to market demand. 

ü Performance optimization. 

ü Protects higher level as well as lower level designs. 

 
 

Symmetrical IP Core Protection 

A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 



Desired properties of signature 

ÅLow embedding cost overhead 

ÅResiliency against attacks 

ÅFault tolerance 

ÅAdaptability to any CAD Tool 

ÅSignature creation and detection time 

ÅPreserve correctness and functionalities 

A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 



Solution: Symmetrical IP Core  

ÅProposes multi-variable fingerprinting methodology 

during scheduling and register allocation phases of HLS. 

ÅProposes symmetrical IP core protection methodology 

first-time during HLS.  

ÅProposes symmetrical IP core protection with extremely 

low design overhead. 

ÅOffers higher robustness, lower embedding cost, fault 

tolerance and faster signature encoding/decoding.  

A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 



Solution 

A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 



Fingerprinting methodology 

Fingerprint encoding 

Å x = Force even operation in odd control step 

while resolving scheduling conflict. 

Å y = Force odd operation in even control step 

while resolving scheduling conflict. 

Å z = Encoded value of edge with node pair 

(odd, odd) in colored interval graph (CIG). 

 

Fingerprint embedding process 

1) Select desired buyer signature. 

2) Decode buyer signature to its equivalent 

constraints. 

3) Sort the operations in increasing order number. 

4) Use the decoded constraints to perform 

scheduling during operation conflict. 

5) Assign storage variables to registers from the 

schedule using the concept of CIG. 

6) Insert additional edges in the CIG based on 

decoded constraints and perform re-assignment 

of register allocation. 

A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 



Watermarking methodology 

Watermark encoding 

Å i = Encoded value of edge with node pair as 

(prime, prime) 

Å I = Encoded value of edge with node pair as 

(even, even) 

Å T = Encoded value of edge with node pair as 

(odd, even) 

Å ! = Encoded value of edge with node pair as 
(0, integer) 

Watermark embedding process 

1) Select desired seller signature. 

2) Decode the seller watermark into its equivalent 

constraints. 

3) Construct a CIG to represent registers required 

for storage variables in the fingerprint 

embedded schedule. 

4) Insert additional edges in the CIG based on 

decoded watermarking constraints and embed 

the seller watermark into the fingerprinted 

design. 

A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 



Decoding of signatures 

User signature and its meaning 
Fingerprint Meaning 

x Assign opn 2 in cs1 

x Assign opn 4 in cs1 

y Assign opn 3 in cs2 

x Assign opn 6 in cs3 

y ---- 

z Insert edge between V1,V3 

z Insert edge between V1,V5 
 

Vendor signature its meaning 
Watermark Meaning 

i Insert edge between V2,V3 

i Insert edge between V2,V5 

i Insert edge between V2,V7 

I Insert edge between V2,V4 

i Insert edge between V2,V9 
 

! Insert edge between V0,V1 

T Insert edge between V1,V2 



Embedding Buyer Fingerprint in IP core during 
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A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 
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Before Embedding User Fingerprint in IP core 
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A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 



After Embedding User Fingerprint  
(but before embedding vendor watermark) 

CIG denoting fingerprinting and watermarking 
constraints 
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A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 



Before Embedding Buyer Fingerprint 
and Vendor Watermark in IP core 

CIG with fingerprinting and watermarking 
constraints embedded 
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A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 



After Embedding User Fingerprint & Vendor 
Watermark 

A. Sengupta et. al "Low Overhead Symmetrical Protection of Reusable IP Core using Robust Fingerprinting and Watermarking during High Level 
Synthesis", Elsevier Journal on Future Generation Computer Systems, 2017 



IP Threat Models: Type 2 

A. Sengupta "Hardware Vulnerabilities and its Effect on CE Devices: Design-for-Security against Trojan", IEEE Consumer Electronics Magazine, 2017 



IP Core design flow 

Å Due to globalization of design supply chain, possibility of 

intervention and attacks on IP cores is on the rise   

     Ą mandates protection of IP cores from piracy/counterfeiting 

even at early stage of design flow 
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A. Sengupta et. al "TL-HLS: Methodology for Low Cost Hardware Trojan Security Aware Scheduling with Optimal Loop Unrolling Factor during High 
Level Synthesis", IEEE Transactions on Computer Aided Design of Integrated Circuits & Systems (TCAD), 2016 


