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CE Device Vulnerabilities

Chip Design
Specification (Watermarked IP Cores to System
Integration Schematic to Chip Layout)

A. Senguptaet. al "HardwareVulnerabilitiesand its Effecton CEDevicesDesignfor-Security
againstTrojan",IEEEConsumelElectronicaMagazineg 2017
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A ConsumeiElectronicss realizedas SoCfor low-power, low-
costandhighperformancerequirements

A ConsumekElectronicsSSoQdesignchallengesnclude
I LowerCost,LowerDesignCost,and ShorterTimeto-Market
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|P coresbasedsystemdesignis
usedto meetthechallenges

IP cores (often supplied by
third partyvendors)

B Maximize design productivity,
minimize designtime



Intellectual Property (IP) Core

A An IP Coreis a reusable
unit  of logic, block,
component, cell, or layout
design that is developed”;
for licensing to multiple
vendorsto use as building
blocksin different system
designs

A. Senguptd'Cognizancen IntellectualProperty. AHighLevelPerspective"|EEEConsumelElectronicdMagazine 2016
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IP Core; Selected Issues/Challenges

Malicious
design
modifications Piracy by
fraudulent
means or
reverse

engineering

IP core is really
doing what it
supposed to do

A. Sengupta"Protectionof IP-CoreDesigngor CEProducts" |EEEConsumelElectronicdMagazing 2015



IP ThreatModels: Type 1

IPIP -

SoC Integrator/Buyer Foundry Security

Vendor

, ; - - Vendor

Scenario 1 Watermark Attacker :
ownership

Vendor

Scenario 2 Watermark Attacker :
- ownership

Sc o3 Attacker ST

enario 4 . : - _

Fingerprint ownership

Tvpical attacks related to IP Puacy

A. Senguptd'HardwareVulnerabilitiesandits Effecton CEDevicesDesignfor-SecurityagainstTrojan",IEEEConsumelElectronicisMagazing 2017




|P Protection

IP Protection

e \

High Level/ Behavioral Lower Abstraction Level
Level/ Architectural level J.
— \ ST ]
Watermark Hardware
_ Watermark  Hardware Techni Metering Computational
Techniques : echniques .
Metering | Forensic
l Engineering
ANo optimization done for embeddirgst v
— ANo optimization done for area Hardware
ADouble variable signature approach Obfuscation

Optimization done for embeddirost
AOptimization done for hardwaseea
AMulti-variable signature approach

A. Sengupteet. al "Exploring.owCostOptimalWatermarkfor ReusabldP CoresduringHighLevelSynthesis') IEEEAccesslournd, 2016



Solution of IP protection Watermarking

Watermarkinghaswidespreadusein other
disciplines currency bank checks,
multimedia content, etc. It Is a natural
thinking thatwatermarkingcanbe deployed
for hardware/softwaréP protection

A Embeddinga robust watermarkat a high abstractionlevel
(suchasbehavioralanserveasaline of defenseagainst
I Attacks
I Nullifying falseclaim of ownership
I Protectingthevalueof ausablelP core

S. P. MohantyA. SenguptaP. Guturu, and E. Kougianos, "Everything You Want to Know About Watermarking: From Paper Marks tg Hardwar
Protection",IEEE Consumé&iectronics Magazine2017 9



Watermarking for Hardware IP Protectio

A A watermark is a signature of the owner embedded in a IP core.

_IPCore )

A watermark

B shouldbe capablgo identify the owner/creatoof thedesign

B shouldberobustanddifficult to remove

B shouldberesilientagainsiattackdike: ghostsignatureandtampering
B shouldhaveminimal embeddingostto obtainthewatermarkediesign
B shouldbeembeddeadhn the IP designwith minimal computatioreffort

B shouldbe easyto detectsignaturefor an entity who hasfull knowledge
of thesignatureencodingule

A. Senguptaet. al & ¢ NFRHa¥e\Batermarkingfor ReusabldP CoreProtectionduring Architecture Synthesis")EEETransactionson Computer
Aided Designof Integrated Circuits& SystemgTCAD)2017 10



Properties of Watermark Generated

A Minimization of embeddingost

I A solution is generatedthrough PSOdriven exploration which
considersninimizationof hardwareareaandlatency

A Resiliencyagainsiattacks

I Generatedwatermark is based on multi-variable (4 variables)
signatureencodinghereforeijt is resilientagainstattacks

A FaultTolerance

I The watermarking constraints are distributed throughout the
design

A Watermarkcreationtime andsignaturedetectiortime
I Time takento embedawatermarks less

11



Watermarki At High-LevelT Prior Works

A Limited literature on watermarkingfor IP protection at the high-
levelor behavioralsynthesigohaseof IPdesigncycle

A Hong[1]: A combinationof 0 and1 is usedto encodesignaturein
the form of addingadditional edgesin the colored interval graph
duringHLS

A Drawback®f existingworks

A signatureis susceptibleto attacks/compromisejf encoding
rule of both the variableis known

Awatermark has high embedding cost and high storage
overhead

A Toadvancethe state-of-the art, a costoptimal watermarkbasedon
robust multi-variablesignatureencodingduring HLSfor reusablelP
coreprotectionis presented

A. Sengupteet. al "Exploring_owCostOptimalWatermarkfor ReusabléP CoresduringHighLevelSynthesis' IEEEAccesslournd, 2016
12



HighLevel Synthesis Flow for IP Protectic
¢ A Simplified View

 HDL Description of IP Core

@9

Compilation and Transformation

Operation Scheduling
\ 4

Resource Allocation

9

Operation Binding or Assignment

Watermark Constrained Register Allocatipn
L 4

Datapath and Control Generation

/ Watermarked IP Core of a Digital Desigﬁn

A. Senguptaet. al & ¢ NIFRHa¥e\Batermarkingfor ReusabldP CoreProtectionduring Architecture Synthesis"|EEETransactionson Computer
Aided Designof Integrated Circuits& SystemgTCAD)2017 13




Wat er mar ki ng

Process for embedding watermark in the design

A Schedulehe CDF@asedon resourceconfigurationprovided

{ Create the colored interval graph to find the minimum
numberof registersrequiredfor allocation

1 Generatea controller basedon coloredintervalgraph

1 Sortstoragevariablesasper their numberin increasingprder.

1 Generate a desired signature in the form of random
combinationof a tuple comprisingof (i, I, T,!). Eachvariable
of thegeneratedignaturanapsontoa certainedgepair.

1 1=encodedvalueof edgewith node pairas(prime, prime)

1 I =encodedvalueof edgewith node pairas(even,even)

1 T=encodeadvalueof edgewith nodepairas(odd, even)

1 ! =encodedvalueof edgewith nodepairas(0, anyinteger)

A. Senguptaet. al & ¢ NIRHa¥e\Batermarkingfor ReusabldP CoreProtectionduring Architecture Synthesis"|EEETransactionson Computer
Aided Designof Integrated Circuits& SystemgTCAD)2017 14



Wat er mar K1 ng

Process for embeddingiatermark inthe design (contd..)

| Builda list L[k] of additionaledgepairscorrespondingo its
encodedvaluesby traversingthe sortednodes

i Insert additional edges as watermark in colored interval
graphif anodeisnot alreadypresentin the graph

f Modify controllerdesignon the basisof createdwatermark

|‘V3
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' ! : Control Red Blue Green Yellow
eyereYert
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o >
Oy

v8 v9 V6 v10
Vi 12 v13 3 vl v12 v13 -
v14 v12 v15

v
@VM/ VISR /) 4 V16 v12 v15
v17 — v15
V16 5

6 Controller for register allocation before
V17 .
embedding watermark

OOk WN PR

Scheduling of a CDFG with 3
adders and 4 multipliers

A. Senguptaet. al & ¢ NFRHa¥e\Batermarkingfor ReusabldP CoreProtectionduring Architecture Synthesis")EEETransactionson Comfgter
Aided Designof Integrated Circuits& SystemgTCAD)2017
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Embeddi ng Water ma

V14 1 V2 Desired signature Corresponding additional edgesto add in the
7-digit coloredinterval graph
V i (2.3)
V3 (2,5)

|
| (2, 4)
Vil | 2, 6)
V5 T (1,2)
T (1, 4)
! (0, 1)
Signature and its decoded meaning
@
Vo V10
(before watermark) Step €S R = G Y
0 vO vl V2 v3
V2 1 v4 v5 v6 V7
2 v8 v9 v6 v10
3 v1l v12 v13 --
V3 4 v14 v12 v15 --
5 v16 v12 v15 -
Vil 6 v1l7 = v1l5 =
V5 Controller for register allocation before watermark
Step (C.s B (€] Y
0 vO vl V2 v3
1 v4 v5 V7 V6
ColoredInterval Graphwith additionaledges 2 v8 v9 v10 V6
(watermarkingconstraintsyoloredin grey 3 vil vi2 vi3 -
4 v14 v12 v15 --
A If the lifetime of two variablesoverlaps then there will 5 v16 v12 v15 -
6 v17 -- v15 -

be an edgebetweenthe same

A Having an edge between two storage variables of a
colored interval graph indicates that a common register
cannotbe allocatedfor storingthe two storagevariables

Controller for register allocation after watermark
16



Motivation for Design Space Exploration (DS
of Optimal Watermark

. Every solution impactsthe latency and hardwareareain a
differentway.

A Choosinga solution without performingtradeoff affectsthe
latencyandareaof thefinal IP coredesign

A Before deciding a solution for inserting a watermark that
yieldslowestcost,manyfactorshaveto beconsidered

A DSE processhelpsin identifying an optimal watermarked
solution, which satisfiesthe user specifiedupper boundsof
latencyand hardwareareaas well asensureghat a low cost
solutionis found

17



Particle Swarm Optimization (PSO) driven |
for OptimalWatermark

Input Engine DSE Engine Watermarking Engine
Module L X Construct Signature Encoding
Library <! ' P CDFG based
PSG DSE onR Select desired
signature  using|
DFG )
— | proposedencoding
A Construck-
rea
connected colored —
User_ 5| Evaluation interval graph Generate orlg!nal
Constraints ~ controller desig
Control Execution Update Decode
paramete_zr e.g. Tlme- controller by Modify colored signature to
Svyarm size, # N Evaluation imposing interval graph  |__| arrive at
iteration, watermark | based on watermarking
acceleration constraint and watermarking constraints
coefficient constructthe || constraints addeq | (additional
equivalent edges)
. - datapath
Optimall Solution P

A. Senguptaet. al & ¢ NIRHa¥e\Batermarkingfor ReusabldP CoreProtectionduring Architecture Synthesis"|EEETransactionson Computer
Aided Designof Integrated Circuits& SystemgTCAD)2017 18



Optimization Methodology

A ProblemFormulation

I Given a control data flow graph (CDFG), determine,
optimalwatermarkedolution(X) = N(R,), N(R,),& N(Rp)
with minimumHybrid Cost(A;, L 1)

L - L A -A

C (x) W cons _IW TA\m cons

Subjectedo: A; OA,, <, Lt OL,,., and
w is # of watermarkingconstrainigenerateadorrespondingo a signature
A; andL; areareaanddelayof watermarkedolutions
A, .andL . correspondo solutionswith maximumareaand
delayin thedesignspace
W,, W, aretheuserdefinedweights,e.g. both 0.5 for equalweightage
N(Rp) is thenumberof aresourcaype R,

A. Sengupteet. al "LowCostSecurityAwareHighLevelSynthesidMethodology",IETJournalon Computers& Digital TechniquegCDT)2016 19



Watermark Signature Detection

A Perform inspection of DUT (design under test)

A Verify signature

IP code (Controller) HDL

7
’
7
’
’
7
’
’
’
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1
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|

Perform inspection for phase 1 i
& phase 2 watermarks !
1

1

1

1

1

1

1

1

Decode the l
signature with
the knowledge Identify the presence of

of encoding watermark in the collecte

rule information

N N—

_» Output: Yes/No

el
-
-
-
-
-

Perform inspection for phase 3
watermark

1

IP core (Datapath) HDL

7-variabIeIignature of
original vendor

Signature detection process

S

Re a d Contradler HDLO

v

Collect the operation and control step
number from the comment of the
fiController HDLO

v

Collect allocated hardware info for each
operation from the control signal of the
fiController HDLO

v
Re c o n st hawdwate altotatod 6
tabl e and tromcitioay t bl e for

operations §,>0)6from collected info '
1

R e a d Datdpath HDLO
Collect information on register multiplexersi
input signals (indicating storage variables)!

v

Yes: Original/Valid IP
No: Compromised/Duplicate IP

A. Senguptaet. al & ¢ NIRHa¥e\Batermarkingfor ReusabldP CoreProtectionduring Architecture Synthesis"|EEETransactionson Computer

Aided Designof Integrated Circuits& SystemgTCAD)2017



Results and Analysis : Cost

TABLE I: Comparison of proposed watermarking approach with [1]
(# of watermark constraint (w) = 15)

Proposed Watermarked Cost of
. . Watermarked
Benchmark | Watermarked Solution Solution for [1] Solution
F UO g Registers F U 0 s|Registery Proposed [1]
DWT 1(+), 3(*) 6 2(+), 3(*) 5 -0.01 0.04
ARF 2(+), 4(%) 8 4(+), 2(%) 8 -0.21 0.02
MPEG 2(+), 5(*) 14 3(+), 7(%) 14 -0.44 -0.36
IDCT 4(+), 2(*) 8 4(+), 2(%) 8 0.08 0.08
MESA 3(+), 8(*) 48 9(+), 16(*) 48 -0.49 -0.38

A. Senguptaet. al & ¢ NIRHa¥e\Batermarkingfor ReusabldP CoreProtectionduring Architecture Synthesis"|EEETransactionson Computer
Aided Designof Integrated Circuits& SystemgTCAD)2017
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Results : Probability of Coincidence

TABLE IlI: Measuring probability of coincidence (P ) as strength of watermark
Note: S(NW) = # of storage hardware in norwatermarked solutions

P
Benchmark #v?ifrisatglrsge S(NW) # of watermarking constraints (w)

15 30 60 120
DWT 22 5 0.03 | 1.23x10% | 1.53x10% | 2.3x 1072
ARF 36 8 0.13 0.01 3.3x10% | 1.09 x 107
IDCT 50 8 0.13 0.01 3.3x10% | 1.09 x 107

MESA 139 48 0.72 0.53 0.28 0.07
MPEG 42 14 0.32 0.10 0.01 1.37 x 104

P.=(17 1/c)W
where

P. = the probability of coincidence(the probability of generatingthe samecolored
solutionwith the signature,

¢ = numberof colorsused,

w = # of watermarkingconstraints
(strengthof the signaturan termsof # of digits used)

A. Senguptaet. al & ¢ NIRHa¥e\Batermarkingfor ReusabldP CoreProtectionduring Architecture Synthesis"|EEETransactionson Computer
Aided Designof Integrated Circuits& SystemgTCAD)2017 24



Symmetrical IP Core Protection

Hardware (SoC) integrated third party IPs

Threats

Buyer fingerprintand seller watermark embedded
in IP cores to protect against threats

Sellerl Buyer2

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermarkingduring High Level
Synthesis"ElsevierJournalon Future GenerationComputerSystems2017



Symmetrical IP Core Protection

A What is symmetrical IP core protection?
U Seller and watermark.
U Buyer and fingerprint.
A Why symmetricalP core protectiof
U Tracingllegally resold/redistributedopies of a reusable Kdre.
U Piracy/forgery.
U Falseclaim ofownership.
A Why symmetrical IP corgrotection during HLS?
U Tomeet the time tomarket demand.
U Performance optimization.

U Protects higher level as well bsver leveldesigns.

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermarkingduring High Level
Synthesis"ElsevierJournalon Future GenerationComputerSystems2017



Desired properties of signature

A Low embedding cost overhead

A Resiliencyagainst attacks

A Fault tolerance
A Adaptabilityto any CAOTool
A Signaturecreation and detectiorime

A Preserve correctness and functionalities

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermarkingduring High Level
Synthesis"ElsevierJournalon Future GenerationComputerSystems2017



Solution: Symmetrical IP Core

A Proposes multivariable fingerprinting methodology

during scheduling and register allocation phases of HLS.

A Proposes symmetrical IP core protection methodology

first-time during HLS.

A Proposes symmetrical IP cqueotection with extremely

low designoverhead

A Offers higher robustness, lower embedding cost, fault

tolerance and faster signature encoding/decoding.

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermarkingduring High Level
Synthesis"ElsevierJournalon Future GenerationComputerSystems2017



Solution

Input Block

i I"’-[_O dule Resource i
i Library Configuration DFG i

@ FINGERPRINTING
SCHEME
‘ Choose buyer’s fingerprint to embed |
¥
Obtain fingerprinting constraints corresponding to
%7, w & ‘z7 digits using proposed decoding rules
+
Embed fingerprint constraints (for “x* & “y° digit) while resclving
operation conflict during scheduling based on resource constraints
+
Embed fingerprint constraints in the form of inserting additional
edges (for digit “z*) by constructing colored interval graph

>

>

L 4

Construct timing table for register allocation based on the colored interval graph
+
Modify timing table for register allocation by accommmodating the
fingerprint constraints corresponding to digit *z°

. WATERMARKING |
Choose vendor’s signature | SCHEME
!
Obtain watermarking constraints using decoding rles
1 ¥
Modity colored interval graph Modify the timing table for register
to insert watermarking allocation by accommodating -
constraints as additional edges watermark constraints
4 L

MModitied IP design (with buyer’s fingerprint
& seller’s watermark constraints)

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermarkingduring High Level
Synthesis"ElsevierJournalon Future GenerationComputerSystems2017



Fingerprinting methodology

Fingerprint encoding Fingerprint embedding process

X = Forceeven operationin odd controlstep 1)  Select desired buyer signature.

while resolving scheduling conflict. 2) Decode buyer signature to its equivalent
y = Forceodd operation in evencontrol step constraints.
while resolving scheduling conflict 3) Sort the operations in increasing order number

z= Encoded value of edge with node pair  4)  Use the decoded constraints to perform

(odd, odd) in colored interval graph (CIG). scheduling during operation conflict.

5) Assign storage variables to registers from the
schedule using the concept of CIG.

6) Insert additional edges in the CIG based on
decoded constraints and perform-gssignment

of register allocation.

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermarkingduring High Level
Synthesis"ElsevierJournalon Future GenerationComputerSystems2017



Watermarking methodology

Watermark encoding Watermark embedding process

A i=Encoded value of edge with node pairas 1) Select desired seller signature.

(prime, prime) 2) Decode the seller watermark into its equivalent
A 1= Encoded value of edge with node pair as constraints.

(even, even) 3) Construct a CIG to represent registers requirec
A T=Encoded value of edge with node pair as for storage variables in the fingerprint

(odd, even) embedded schedule.
A ! =Encoded value of edge with node pair as 4) Insert additional edges in the CIG based on

(O, integer)
decoded watermarking constraints and embed

the seller watermark into the fingerprinted

design.

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermarkingduring High Level
Synthesis"ElsevierJournalon Future GenerationComputerSystems2017



Decoding of signatures

User signature and its meaning vendor signaturets meaning

Assign opn 2 in cs1 Insert edge between V2,V3
X Assign opn 4 in csl i Insert edge between V2,V5
y Assign opn 3 in cs2 i Insert edge between V2, V7
X Assigropn 6 in cs3 | Insert edge between V2, V4
y i Insert edge between V2,V9
z Insert edge between V1,V3 !

Insert edge between VO,V1

Z Insert edge between V1,V5 T Insert edge between V1,V2



Embeddlng Buyer Flngerprlnt In IP core durlng
)\uQ aOKSRdzf Ay3 LIKI &S

V2 3 Vi V2 V3 VO 0
) 4
&) @ @ @) L
V5 V6 V4
) 4
(3) ) (5) 2
V9 Vi1 V7
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(6) o 3
v8 V10
(13)
V16 ®) & (13) (11) 4
vis V16 V12

<—|7
|

@

®)

9)

a1

(12)

(12)

(14)

¥ ¥
Unscheduled DFBenchmark(before ScheduledP core DFGased on 3M, 2A (after
embeddingbuyer fingerprint) embedding buyer fingerprint)

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermarkingduring High Level
Synthesis"ElsevierJournalon Future GenerationComputerSystems2017



Before Embedding Usétingerprint in IP core

TIMING TABLE FOR REGISTER ALLOCATION BEFORE EMBEDDING
ADDITIONAL EDGES FOR "Z" DIGITS AS FINGERPRINT CONSTRAINTS

VO [ I v,

: I v V6

Control | Red | Green | Blue | Yellow
Step (R) (G) (B) (Y) V3

0 VO Vi V2 V3

1 V4 V5 V2 Vé

2 V7 V3 Vo Vil

3 V10 V8§ V9 Vid

4 Vi2 Vi3 - Vie

5 VI3 Vi3 - -

6 V17 - - Vit

V12

CIG with fingerprinting constraints

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermaélzingduring High Level
Synthesis"ElsevierJournalon Future GenerationComputerSystems2017



After EmbeddindJserFingerprint
(but before embedding vendor watermark)

TIMING TABLE FOR REGISTER ALLOCATION AFTER EMBEDDING
ADDITIONAL EDGES AS FINGERPRINT CONSTRAINTS

Control | Red | Green | Blue | Yellow
Step (R) (G) iB) (Y)

0 VO Vi V2 V3
I Lvsll L4 V2 V6
2 V5 V7 V9 Vil
3 V10 V8 V9 Vi4
4 Vi2 Vi3 - Vie
5 V15 Vi3 - -

6 V17 - - -

V12

V3 A\

V16

V13

Vi |
V4 V6
|
I '
) '
\
\
I'
v N . V7
NV |
AN [
[ I ;
BERIY | -
~
* — w —-—
V15
l Vi1
V8 -
V17 .

. V14

ClGdenoting fingerprintingand watermarking
constraints

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermarkingduring High Level

Synthesis"ElsevierJournalon Future GenerationComputerSystems2017



Before Embedding Buyer Fingerprint
and Vendor Watermark in IP core

FINAL TIMING TABLE FOR REGISTER ALLOCATION AFTER EMBEDDING

FINGERPRINT AND WATERMARK

Control | Red | Green | Blue | Yellow
Step (R) (G) (B) (Y)
0 Vi Vi V2 W3
1 V5 V4 V2 V6
2 V3 V7 Vil Vo
3 V10 Vi Vi4 VO
4 V12 V13 - Vie
5 V15 V13 - -
o V17 - - -

V3

V12

VO Vi
| V4

ClGwith fingerprintingand watermarking

constraints embedded

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermarkingduring High Level

Synthesis"ElsevierJournalon Future GenerationComputerSystems2017



After Embedding Usdtingerprint & Vendor
Watermark

VARIATION OF AREA. LATENCY AND COST WITH THE INCREMENT OF WATERMARK SIZE AFTER EMBEDDING FINGERPRINT

# of watermark constraints (W) after embedding fingerprint

Benchmarks | . ()];E’jfii:f;t‘;“" F=30. W=10 F=30, W=20 F=30. W=30
] = Arealum~) | Latency(ps) Cost Area(um~) | Latency(ps) Cost Area(pm<) | Latency(ps) Cost
ARF 2+), 4¥) 195.82 2.59 0.8391 196.61 2.59 0.8393 196.61 2.59 (.8303
DCT 4(+), 20%) 222.56 3.80 0.8340 223.35 3.80 0.8343 223.35 3.80 (.8343
IDCT 4(+), 20%) 223.35 373 0.8267 223.35 3.73 0.8267 223.35 373 0.8267
BPF 2+), 20%) 202.11 377 0.8784 202.90 3.7 0.8787 202.90 377 0.8787
FIR 4(+), 40*) 179.31 1.86 0.7521 180.00 1.86 0.7526 180.09 1.86 0.7526
MPEG 3(+), (%) 224.13 2.38 0.6645 22413 238 0.6645 224.13 2.38 0.66435
JPEG 4(+), 40*) 724.30 14.24 0.7349 724.30 14.24 0.7349 724.30 14.24 0.7349
COMPARISON OF PROPOSED SYMMETRICAL IP CORE PROTECTION METHODOLOGY
Benchmarks Resource Areajpm?) Latency(ps) Cost
e Configuration [T1] Proposed | Overhead( %} [T1] Proposed | Overhead( %) [T1] Proposed | Overhead(%¢)
ARF 2(+), 40%) 196.61 196.61 0 2.46 2.59 5.02 08187 (.8303 2.45
DCT 4(+), 20%) 223.35 223.35 0 373 3.80 1.84 0.8267 (.8343 0.91
IDCT 4(+), 2(%) 223.35 223.35 0 372 3.73 0.27 0.8248 0.8267 0.23
BPF 2(+), 20%) 202.90 202.90 0 .69 i 2.12 0.8705 0.8787 0.93
FIR 4(+), 40*%) 180.09 180.09 0 1.80 1.86 323 0.7375 0.7526 2.01
MPEG 3(+), 5(%) 22413 22413 0 236 2.38 0.84 0.6639 0.6645 0.00
JPEG 4(+), 40*) 724.3 T124.3 0 14.24 14.24 0 0.7349 0.7349 [i]

MEASURING PROBAEBILITY OF COINCIDENCE (F.) AS
STRENGTH OF WATERMARK

# of registers J=R
Benchmarks hefore # of watermark constraints (W)
fingerprint W=Ii W=20 W=30
ARF a 0.26308 0.06921 0.01821
DCT 8 0.26308a | 0.06921 0.01821
IDCT 0 0.30795 0.00483 0.0292
BPF 7 0.21406 | 0.04582 0.00081
FIR 8 0.26308 0.06921 0.01821
MPEG 14 047660 | 0.22715 0.10826
JPEG 12 041800 | 0.17548 0.07351

A. Senguptaet. al "Low OverheadSymmetricalProtection of ReusablelP Core using RobustFingerprintingand Watermarkingduring High Level
Synthesis"ElsevierJournalon Future GenerationComputerSystems$2017



IP ThreatModels: Type 2

3PIP SoC Integrator Foundry
Vendor

Scenario 1 * |_.|u|_l '—ull—*

Scenario 2 + '1I.|I—’ *

Tvpical Trojan attack scenarno in IC developm ent cycle [6] (Note: Red star indicates attacker and

green plus mdicates shielding party/'protector)

A. Senguptd'HardwareVulnerabilitiesandits Effecton CEDevicesDesigrfor-SecurityagainstTrojan”,IEEEConsumerElectronicdMiagazineg 2017



|IP Coredesign flow

A Due to globalization of design supply chain, possibility of
Interventionandattackson IP coresis ontherise

A mandategrotectionof IP coresfrom piracy/counterfeiting
evenat early stageof designflow

IP Vendor

Untrusted
Trusted

A. Senguptaet. al "TL-HLS Methodologyfor Low CostHardwareTrojan SecurityAware Schedulingvith Optimal Loop Unrolling Factorduring High
LevelSynthesis"|EEH ransactionson ComputerAided Designof Integrated Circuits& SystemgTCAD)2016



